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(b) (3)-P.L. 86-36

SUBJECT: Canberra Translations

While these translations are of messages on the Moscow -->
Canberra lane, the messages are circulars sent to other KGB
Residencies including NYC (AHS/NSA did not decrypt the circular
on the NYC lane however, breaking the message only on this lane).

3. Reason for this request: the 12 Sep 43 message is of
extraordinary historical importance to the understanding of the
connection between. the COMINTERN/national communist parties and
the Soviet intell services. The other message is of general
tradecraft interest (internal security of the KGB).

4. In normal course of events, according to our schedule, we
would not release these messages til July 96. In Sep 95 we are
releasing the 250+ messages of 1943 on the NYC-Moscow lanes.
These messages would be of great interest to historians and they
involve no personal names/privacy issues. I know your decision
on the Hiss message, but believe this requested exception to the
release schedule is different.

Lou Benson
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Reissue
Fromt MOSCOW
Tot CANBERRA
No: 142 [a]
12 September 1943
1, A change in circumstances ~ and in particular the dissolu-

tion of the "BIG HOUSE [BOL'ShOJ DOM]"[i] - necessitates a change

in the method used by the workers of our residencies to keep in

touch with the leaders of the local FELLOWCOUNTRYMAN[ZEMLYaChESKIiﬁii]
organlzations on intelligence matters.

2. Our workers, by continuing to meet the leaders of the
FELLOWCOUNTRYMEN, are exposing themselves to danger and are giv-
ing cause [1 group unidentified] [h] local authorities to suspect
that the "BIG HOUSE" is still in existence.

3. We propose:

a) That personal contact with leaders of the local FELLOW-
COUNTRYMAN organizations should cease and that FELLOWCOUNTRYMAN
material should not Le accepted for forwarding to the "BIG HOUSE,"

b) That meetings of our workers may take place only with
special reliable undercover [ZAKONSPIRIROVANNYJ] contacts of the
FELLOWCOUNTRYMAN [D% organizations], who are not suspected by
the [1 group unidentified) [b] local authorities, exclusively
about specific aspects of our intelligence work (acquiring [1
group unidentified] contacts, leads[NAVODKI], rechecking of
those who are being cultivated, etc.). For each meeting it is
necesgsary to obtain our consent.

[1 group unrecovered]
[1 group missing]

representative'qf the Soviet Union.

No. 4048 VIKTOR[iii]

Notes: [a] This message is known to have been sent also to
‘NEW YORK, SAN FRANCISCO and OTTAWA.
[{b] The unidentified group is the same in both cases, ° """
Comments: &
{i] BIG HOUSE: ‘The COMIN'IERN.
fii] FELLOWCOUNTRYMAN (-MEN): Communist(s).

[{ii] VIKTOR: Lt. Gen. P.M. FITIN,

17 August 1971
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From: HMOSCOW

CANEERRA

2 Decemher 1943

secre Yy in the work of the leaders. and op?rational workers of
the residencies.. Some operat bﬁﬁlL onkg:s'are*bnlhg initiated
into affairs of thu' résipen&z > relation. to .the
work which th LAY .f}—«KRJE* ERiinils the result
of  aLIAL! Canat gy ofpbrotharly rela-
hORH ’q%quénsu It 48 necessary

At dybut ﬁchfindlvidual ‘oparational
«.bﬁ*ﬁn‘ﬁhé génar&l work of the residency only what
.éaary in''order to carry:.out the work on his own assignment.
In th& premises of the embassy, legation, consulate (in the
gstudies and work rooms of the regidents) and in the private a-
partments, probably fitted with. special [1 group unlgentified],
discussions are being conducted. on operational. questions. There
have even besn casas of eetting up in-the work room a conference
of all the workers of .the residency for a collective diascussion
of instructions of the. [C% center], It is categorirally forbid-
den during instruction and generally in discussion, particularly

. within the: premiges, to use the real surnames of workers and pro-

bationers[STAZHERY], names of citles and countries, officials _ .

and -other objectives, All thils should be encoded. )
_,,W)(

{1 group unrecovered] considering the cases cilted above it is

recommended lnstead of conversations aloud to exchange notes,

which immedlately after such a "secret conversation" [l group

unidentified] are destroyed. Our workers must not at work and

in private life [4 groups unrecovered] from other {1 group uni-~

dentified] apparatus and [l group unrecovered] that it will in-

evitably lead to disclosure, [l group unrecovered] other [l

group unrecovered] discussions in Russian about [5 groups unre-

covered],

[5 groups unrecoverahla]

violation of rules of secrecy we wilill take strict measures. [1
group unidentified] providing the necessary secrecy ln our work
to a considerable extent depends upon the leadars of the resi-
dencles themaelves. The residents should not share with thelr
subordinates communications which they are not supposed to know
for the work.

No, 677 PETROV [1]

Notest: [A) This message is known to have been sent also to
HAVANA, MEXICO CITY, OTTAWA, SAN IPRANCISCO and
NEW YORK,
Commentsg:
[{] PETROV: Unidentified MOSCOW signature.

16 August 1971
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